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Abstract 
 
Over the last decade, the advanced technologies in the wireless communication 
enabled hundreds of small sized battery-operated devices to form a network where they 
share their information with the Internet; hence the term Internet of Things (IoT) have 
been born. Due to their ease of deployment, low cost, and wired-like connectivity, the 
wireless communication looks like a good candidate to be adapted to the industrial 
applications, but they had to go under major improvements to be acceptable for the 
industrial high performance requirements and thus the Industrial IoT (IIoT) terminology 
have been evolved. However, the routing protocol that specifies for devices how they 
can communicate with each other have been targeted by internal attacks that designed 
to disrupt the networks. Since the devices in such networks are usually limited in the 
storage space, and processing power and also most of them are battery operated, they 
can be easily re-programmed to act maliciously. In our research project, we design 
Intrusion Detection Systems (IDSs) to detect internal routing attacks that cannot be 
detected through any scruirty primitives and prevent them from manipulating the 
networks and cause any severe damage to the devices connectivity. Our IDSs do not 
require any high computation power, demand huge storage space, or drain energy from 
the devices which make them lightweight suitable for the Industrial IoT. 
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(a) Overview of the 6TiSCH architecture; (b) an example of an RPL routing graph 


